VER'DIUM

TRUSTED DIGITAL IDENTITY

VERIDIUMID

PASSWORDLESS AUTHENTICATION

Veridium creates trusted digital identities by binding
users' biometrics -unique traits or behavioral
characteristics- with their smartphone for a convenient
and secure passwordless authentication experience.

Organizations trust Veridium to eliminate the risks associated with passwords and
comply with GDPR, PSD2, and other government regulations. Veridium is deployed in
highly regulated industries, including financial services, healthcare, and government
services. With Veridium you can create a Zero Trust identity strategy that meets
multi-factor authentication requirements and regulations.
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VERIDIUMID: AN MFA AUTHENTICATION PLATFORM

VeridiumID provides a secure and convenient multi-factor biometric authentication
platform for employees, customers, and transactions. This independent authentication
layer allows enterprises the freedom to customize the user experience -choosing the
best biometrics for their needs -from native (fingerprint or face)- to Veridum's proprietary
4 Fingers TouchlesslD, or other third-party biometrics.



>>> DataSheet: VeridiumID

AN AUTHENTICATION PLATFORM USING BIOMETRICS

VeridiumlD provides a modern, secure, flexible and convenient multi-factor biometric

authentication platform for Citrix customers.

Veridium'sindependentauthentication layer provides exceptionalsecurity forenterprises,
eliminating the requirement for passwords and/or legacy token technology, traditionally

used for strong authentication.

Veridium's mobile centric approach provides a seamless user experience while
allowing the flexibility to deal with an organisations edge use cases, choosing the best
authenticator for each use case, allowing mobile centric biometrics, FIDO Keys, Windows

Hello, MacBook TouchlID or 3rd party authenticators to be integrated into the platform.

UNIVERSAL EMPLOYEE ACCESS TO MULTIPLE ENVIRONMENTS

With VeridiumlD, you can access a variety of different corporate applications and
services, covering legacy, modern and SaaS applications with the same convenient
user experience. Organisations have the flexibility to easily adopt new applications and

workflows while maintaining access to legacy systems and applications.

Gartner notes that "[Veridium has] a robust and flexible solution for Windows integration.”
VeridiumlD business adaptors integrate seamlessly with Microsoft Active Directory,
Citrix, 1AM, SaaS and VPN systems using standard authentication protocols-SAML,
RADIUS, oAUTH and OpenlD Connect.

The business adaptors help accelerate implementation, while an extensive API stack,

creates a capability to integrate legacy application stacks.

ABSTRACTING AUTHENTICATION SECURITY

Securitycontrols canbemanaged consistentlywhentheauthenticationlayerisabstracted.
While providing unique capabilities to Citrix customers and supporting Windows Virtual
and physical desktops, Veridium can also be integrated into IAM solutions, leveraging

exisiting investments for Identity Management and SSO requirements.

Veridium integrates with the leading IAM solutions including:

Okta, PING, and ForgeRock.

Gartner

“Vendors with

robust and flexible
solutions for Windows
integration include
Veridium.”

Gartner Technology Insight for
Biometric Authentication, Ant
Allan and Tricia Phillips,

2017, 2018

Ready

Veridium

provides biometric
authentication of
remote users in a
streamlined, secure
way, complementing
Citrix solutions and
enhancing customer
mobility.”

Nabeel Youakim, Citrix Vice
President of Products /
Strategic Partners

MULTINATIONAL SWISS BANK

Employees and
contractors worldwide are
using Veridium'’s biometric
authentication platform
with geo-location
capabilities to meet
regulations for sensitive
data.
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Benefits for Employees
- Convenient and consistent user experience
- Hassle-free access from anywhere, anytime
- Single sign-on (SS0) process across multiple environments:
- SSO for Cloud apps such as
DropBox, GSuite, Office365, SalesForce
- Legacy applicationsand systems
- Citrix Workspace
- No need for passwordsor tokens

- No help desk calls fopassword resets

UNLOCK THE POWER OF VERIDIUMID

Increase employee convenience, productivity, and enterprise security at a lower total
cost of ownership for authentication to Citrix and all your applications and services.
VeridumlD provides Multi Factor, location and behavioural aware authentication, utilising
a mobile device + the users biometric (Fingerprint or Face).

Security is further enhanced with Veridium InMaotion, providing behavioural validation of
the user to provide additional levels of security of user digital identity.

LOWER TOTAL COST OF OWNERSHIP

Thissoftware-only platformdelivers astreamlined multi-factorsolutionwithouttokens
or additional hardware. Additionally, for Citrix customers, Veridium provide unique
functionality to eliminate the requirement for Citrix FAS (Federated Authentication
Services) while continuing to enable S50 to Windows apps and desktops.

Thisresultsinalowertotalcost of ownership with reduced infrastructure requirements.
Integration is quick and cost effective with easily accessible apps from AppStore /

PlayStore or our SDK can be used for more custom implementations.
STRONG AUTHENTICATION

Veridium brings device-agnostic, ubiquitous, multi-modal biometric authentication to
companies looking to increase security without adding friction. By providing biometric
choice, Veridium secures identity and privacy.

VERIDIUM
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PASSWORDLESS
AUTHENTICATION

ABOUT Veridium is a leader in the development of user-centric authentication solutions which Llink

VERIDIUM biometrics (what you are) to smart phones (what you have) for trusted digital identities. Our
authentication platform and proprietary biometrics provide strong authentication, eliminating the
need for passwords, tokens, or PINs - delivering multi-factor security with single-step convenience
at a lower total cost of ownership than traditional MFA solutions.
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